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The access-Control-allow-origin header indicates whether a resource can be shared based by returning the value of the origin request header, "*", or "null” in the response. ABNF
Access-Control-Allow-Origin = "Access-Contrel-Allow-Origin" ":" origin-list-or-null | "*"

Note: In practice the srigin-1ist-or-null production is more constrained. Rather than allowing a space-separated list of origins, it is either a single origin or the string "au11".
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. test-req Request URL: http://terreir.1lst.co.kr/product/test-req
Request Method: OPTIONS

Status Gode: @ 280

Remote Address: 127.0.9.1:80

Referrer Policy: no-referrer-when-downgrade

v Response Headers view source
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: Content-Type, Accept, x-requested-with
A Control-Allow-| POST, GET, PUT, PATCH, DELETE, OPTIONS
Access-Control-Allow-Origin: =
Allow: GET, HEAD, POST, PUT, DELETE, OPTIONS, PATCH
Connection: keep-alive
Content-Length: @
Date: Tue, 86 Feb 2018 27:43:82 GMT
Server: nginx/1.12.2
X-Application-Context: application:local:529@

¥ Request Headers view source
Accept: */*
Accept-Encoding: gzip, deflate
Accept-Language: ko-KR, ko;q=0.9,en-US;q=8.8,en;g=0.7
Access-Control-Request-Headers: content-type
Access-Control-Request-Method: POST
Connection: keep-alive
Host: terroir.1lst.co.kr
Origin: http://msoffice.1lst.co.kr
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 18_13_3) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/64.@.3282.140 Safari/

1 requests | 431 B transferred 537.36
¢ Console x
I & | top ¥ | | Filter Default levels ¥ Group similar o

@ Failed to load http://terroir.l1st.co.kr/product/test-req: Response to preflight request doesn't pass access control check: The value of the 'Access- J#/product/product_edit:1
Control-Allow-Origin' header in the response must not be the wildcard ‘#' when the request's credentials mode is 'include'. Origin 'http://msoffice.llst.co.kr' is therefore not
allowed access. The credentials mode of requests initiated by the XMLHttpRegquest is controlled by the withCredentials attribute.

@ Failed to load http://terroir.llst.co.kr/product/test-req: Response to preflight request doesn't /#/product/product_edit:1
pass access control check: The value of the 'Access—Control-Allow—0Origin' header in the response must not be the wildcard
‘="' when the request’s credentials mode is 'include’. Origin ‘'http://msoffice.llst.co.kr' is therefore not allowed access.

The credentials mode of requests initiated by the XMLHttpReguest is controlled by the withCredentials attribute.
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Jump to: Who should read this article? What requests use CORS?  Functional overview

Examples of access control scenarios  The HTTP response headers  The HTTP request headers  Specifications

Browser compatibility See also

Although line 11 contains the Cookie destined for the content on http://bar.other, if
bar.other did not respond with an Access-Control-Allow-Credentials : true (line
19) the response would be ignored and not made available to web content.

Credentialed requests and wildcards

When responding to a credentialed request, the server must specify an origin in the value
of the Access-Control-Allow-Origin header, instead of specifying the " *" wildcard.

Because the request headers in the above example include a Cookie header, the request
would fail if the value of the Access-Control-Allow-Origin header were "*". But it
does not fail: Because the value of the Access-Control-Allow-Origin headeris
"http://foo.example" (an actual origin) rather than the " *" wildcard, the credential-
cognizant content is returned to the invoking web content.

Mote that the Set-Cookie response header in the example above also sets a further
cookie. In case of failure, an exception—depending on the APl used—is raised.

Third-party cookies

Note that cookies set in CORS responses are subject to normal third-party cookie policies.
In the example above, the page is loaded from foo.example, but the cookie on line 22 is
sent by bar.other, and would thus not be saved if the user has configured their browser

to reject all third-party cookies.
https:/fdeveloper.mozilla.org/en-US/docs/Web/HTTR/CORS#Who_should_read_this_article
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25 | Content-Length: 106
26 | Keep-Alive: timeout=2, max=100
27 | Connection: Keep-Alive
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Headers | Preview Response Timing

Request URL: http://terroir.1lst.co.kr/product/test-req
Request Method: OPTIONS

Status Code: @ 200

Remote Address: 127.0.8.1:8@

Referrer Policy: no-referrer-when—downgrade

¥ Response Headers view source
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: Content-Type, Accept, x-reguested-with
A ‘Control-Allow- ; POST, GET, PUT, PATCH, DELETE, OPTIONS
Access-Control-Allow-Origin: http://msoffice.1llst.co.kr
Allow: GET, HEAD, POST, PUT, DELETE, OPTIONS, PATCH
Connection: keep-alive
Content-Length: @
Date: Tue, 06 Feb 2018 29:82:38 GHMT
Server: nginx/1.12.2
X-Application-Context: application: local:5@98

¥ Request Headers
Accept: */*
Accept-Encoding: azip, deflate
Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7
Access-Control-Request-Headers: content-type
Access-Control-Request-Method: POST

view source

Host:

2 requests | 1007 B transferred

Connection: keep-alive

terroir.1lst.co.kr

Origin: http://msoffice.11st.co.kr

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_13_3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.8.3282.140 Safari/
537.36

Name
| | test-req

2 reguests | 1007 B transferred

¥ Headers | Preview Response Cookies Timing

¥ General
Request URL: http://terroir.1lst.co.kr/product/test-req
Request Method: POST
Status Code: @ 200
Remote Address: 127.0.8.1:82
Referrer Policy: no-referrer-when—downgrade

¥ Response Headers view source
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: Content-Type, Accept, x-reguested-with
Access-Control-Allow-Methods: POST, GET, PUT, PATCH, DELETE, OPTIONS
Access-Control-Allow-Origin: http://msoffice.1lst.co.kr
Connection: keep-alive
Content-Type: application/json;charset=UTF-8
Date: Tue, @6 Feb 2018 29:82:38 GMT
Server: nginx/1.12.2
Transfer-Encoding: chunked
X-Application-Context: application:local:%@58

¥ Request Headers view source
Accept: application/json, text/plain, =/=
Accept-Encoding: gzip, deflate
Accept-Language: ko-KR,ko;q=0.9,en-U5;q=0.8,en;q=0.7
Connection: keep-alive
Content-Length: 31
Content-Type: application/json
Cookle: PCID=1517538383549513B507938; _ga=6GA1.3.460319a70.1517538387; plab.ver=0.2.11; plab.uid=21B518
1f-7929-4f2b-BdBe-0abef3ceba??; plab.h.1lst_web=; TT=CONN_IP_LOC%7CDOM; cto_lwid=aZe@B26a-9715-4a6e-a5
T3-ddB6@E3ba4@5; _gid=GAl.3.615788947,1517796358; WMONID=09%As__uiD_; TD=TB_ACT_DATA%TC@%3AN%IA-1%3A0%
3AN%3A-1; RAKE_SID=15179@76209745930425658; RAKE_SID_XSITE=15179276200745930425658; TMALL_MNC=MTAyNDAy)
0DI2Mj0; TMALL_STATIC=Y; TMALL_AUTH=BuZPWiphdgapRZ8yrSLE=aallognGxhlLiDYlcuklIZyX08Tt61]a45TnSIII3LcPaN
GLIx4NUBNIZCkyY rUHBN@XKP j rUkSKz iuX6PvbMhiMriH4 j CBTXPGKa9hUgpMb 18VIUulacPLOHGAGLRZnagbZGE]6ay faYlkesngk]
Uaz5g@TalkKglzda8%2BRBRyVK]BvICvE2B4BCWCheC3KUa4 1 TOybTWwiWMp3%2Ba900K0JARSWLxUHT19ds5yTdes Ly xkG%2BBvFpaiL,
JLWRNBZHWVFIShpLCNyd1%2B211CjA%2B03kub0Am12F@0jullCz rDKBaDURPKks 101 tGKGIBR ] as rld rtwd3PPurzUEWTe%2Bb2No
QBUFBVMWdCxyHGW 5@ rIpydNDcdo r2WT@PLip%2FxfahSG4wY(PS%2Fpg4db%2ByBIGGYWARSS e JGINKSBM10DeXxxe ipVa2 FKn%2
FiD6PQUj k%2B%2FIZUSYDE%2FHo@oluarVdiNb fvgS0I2Z4bb@%s2E9V 1 TigUs2F imcyBoFPOSGI rE8gHNSgASFVARMIa4Y JVYWZNGd2)
PqlYcwW%2B]qD ntdvHXISTvKuxaH9mak r37TYNxKmo fhTEy4tIKI2XD%2FGeVDI%2B%2FsB11i3V4T7 T rYWelkmYpFx3hD rR%2B364E0d
KN Wpq3HbMZSsifVzETFB1ToYIkSNTbpbeXDYFop0sWilyF32t]os05KZRpsNZDbg j%2F1ili@FepqFlbc2VuXxMSE%2FvAEUCOsd
hcDPzsADS0 1200118y Y4BDNCANQIBM1PSZSIX3pzxM31pPCR3%2BpBUNDWWR 1Sy vs2BAL ] TNOLTdsacuqdg2j 6UBKS45paFhnm14Le,
ZATkvQUPKOPLITIS Zx2U%2BOBEBmgy LKPWKS%2FmST j P2GGKEKDLO rvmEg0S LUMOFggkfkunB@1TELa426Hg j SwKpTSdzufG5I4]1m
RgpzhdBvmfU4tel%s2FOHIr6UIaNwg rT9asndPowiHZXqYEGQ LZGBXZFa%3D%30; TMALL_KEY _VALUE=aAh79WTUZ4HIrSLCnVASKD
UGRNTSmdHvt1kRkabu@oY%3D; TP=TARGETIMG_INV%7CNMN%23s5CrnChkS7CY%S23TE_DATA_CHK%:TCNSIAYH2ZIENCRYPT_VER%TC
1%23M_N%T7C 100082 76%2 3ACUSR%TCY%23TM_SGMT%7C48bd@54%236A_BGC%TC1%2364_BED%TC122%23GA_ROD%7CPEM1%23GA_AG
L% TCZZZ%23TOTYNSTCY%23uid%sT7C5020a12816Be6a@ed7Bc1dd5T35848; appVCaA=
Host: terroir.1lst.co.kr
Origin: http://msoffice.1lst.co.kr
Referer: http://msoffice.llist.co.kr/
User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 1@_13_3) AppleWebKit/537.36 (KHTML, like Gecko) Chr
ome,/64.0.3282. 148 Safari/537.36

¥ Request Payload

¥ {key: "hello", wvalue: "world"}
key: "hello™
value: "world"

view source
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20ms 40 ms s0ms BOms 100 ms. 120ms 140 ms. 160 ms

Name Status Type Initiator Size Time Waterfall 100.00 ms  150.00 ms &
| test-req 302 xhr test-req 5278 160 ms
[ test-req 302 20ne.js:2833 5278 101 ms | S

Hitp failure response for {unknown wr): O Unknown Enor

2 requests | 1,0 KB transferred

i Console x
N ®  top ¥ | Fitter Default levels ¥ & Group similar 1hidden | €8
© Failed to load http://terroir.115t.¢o. kr/product/test-req: Response for preflight is invalid (redirect) /#/product/product_edit:1

>
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Otherwise, make a preflight request. Fetch the request URL from origin source origin using referrer
source as override referrer source with the manual redirect flag and the block cookies flag set, using
the method orr1ons, and with the following additional constraints:

o Include an access-Control-Request-Method header with as header field value the request
method (even when that is a simple method).

o If author request headers is not empty include an Access-Control-Request-Headers header
with as header field value a comma-separated list of the header field names from author
request headers in lexicographical order, each converted to ASCII lowercase (even when one or
more are a simple header).

o Exclude the author request headers.
o Exclude user credentials.

o Exclude the request entity body.

7| 2™ O 2 Actual ReqeustZ} credentials : true 2 M2 E|O{ ATt 510 &, Preflight Request= QIZSHEE X Qo1 M&S L}

(] ()

S ek - MHZ0) A (Mobile SO0 M= QEME 2o X238 22+0|21E 9| request?t Actual ReqeustQIX|, OFL|H Preflight Request9IX| L 2& o}

of

8| £ Preflight & Actual Request


https://www.w3.org/TR/cors/#cross-origin-request-with-preflight-0

Headers | Preview Response Timing

Request URL: http://terroir.1lst.co.kr/product/test-req
Request Method: OPTIONS

Status Code: @ 200

Remote Address: 127.0.8.1:8@

Referrer Policy: no-referrer-when—downgrade

¥ Response Headers view source
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: Content-Type, Accept, x-reguested-with
A Control-All POST, GET, PUT, PATCH, DELETE, OPTIONS
Access-Control-Allow-Origin: http://msoffice.1llst.co.kr
Allow: GET, HEAD, POST, PUT, DELETE, OPTIONS, PATCH
Connection: keep-alive
Content-Length: @
Date: Tue, 06 Feb 2018 29:82:38 GHMT
Server: nginx/1.12.2
X-Application-Context: application: local:5@98

¥ Request Headers
Accept: */*
Accept-Encoding: azip, deflate
Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7
Access-Control-Request-Headers: content-type
Access-Control-Request-Method: POST

view source

Host:

2 requests | 1007 B transferred

Connection: keep-alive

terroir.1lst.co.kr

Origin: http://msoffice.11st.co.kr

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_13_3) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/64.8.3282.140 Safari/
537.36

Name
| | test-req

2 reguests | 1007 B transferred

¥ Headers | Preview Response Cookies Timing

¥ General
Request URL: http://terroir.1lst.co.kr/product/test-req
Request Method: POST
Status Code: @ 200
Remote Address: 127.0.8.1:82
Referrer Policy: no-referrer-when—downgrade

¥ Response Headers view source
Access-Control-Allow-Credentials: true
Access-Control-Allow-Headers: Content-Type, Accept, x-reguested-with
Access-Control-Allow-Methods: POST, GET, PUT, PATCH, DELETE, OPTIONS
Access-Control-Allow-Origin: http://msoffice.1lst.co.kr
Connection: keep-alive
Content-Type: application/json;charset=UTF-8
Date: Tue, @6 Feb 2018 29:82:38 GMT
Server: nginx/1.12.2
Transfer-Encoding: chunked
X-Application-Context: application:local:%@58

¥ Request Headers view source
Accept: application/json, text/plain, =/=
Accept-Encoding: gzip, deflate
Accept-Language: ko-KR,ko;q=0.9,en-U5;q=0.8,en;q=0.7
Connection: keep-alive
Content-Length: 31
Content-Type: application/json
Cookle: PCID=1517538383549513B507938; _ga=6GA1.3.460319a70.1517538387; plab.ver=0.2.11; plab.uid=21B518
1f-7929-4f2b-BdBe-0abef3ceba??; plab.h.1lst_web=; TT=CONN_IP_LOC%7CDOM; cto_lwid=aZe@B26a-9715-4a6e-a5
T3-ddB6@E3ba4@5; _gid=GAl.3.615788947,1517796358; WMONID=09%As__uiD_; TD=TB_ACT_DATA%TC@%3AN%IA-1%3A0%
3AN%3A-1; RAKE_SID=15179@76209745930425658; RAKE_SID_XSITE=15179276200745930425658; TMALL_MNC=MTAyNDAy)
0DI2Mj0; TMALL_STATIC=Y; TMALL_AUTH=BuZPWiphdgapRZ8yrSLE=aallognGxhlLiDYlcuklIZyX08Tt61]a45TnSIII3LcPaN
GLIx4NUBNIZCkyY rUHBN@XKP j rUkSKz iuX6PvbMhiMriH4 j CBTXPGKa9hUgpMb 18VIUulacPLOHGAGLRZnagbZGE]6ay faYlkesngk]
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¥ Request Payload

¥ {key: "hello", wvalue: "world"}
key: "hello™
value: "world"
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